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Use of Artificial Intelligence (Al) Policy

Policy Statement

Treetops is committed to the safe, ethical, and transparent use of artificial intelligence (Al) and the
protection of digital systems and data through robust cyber security practices. All Al systems and digital
technologies must comply with applicable laws and uphold student and staff rights, reflecting our
values of equity, inclusion, accountability, and human centred learning.

Purpose

This policy provides guidance on the responsible, ethical, and safe use of generative artificial
intelligence (Al) at Treetops School. It supports learning, teaching, and administration while ensuring
alignment with Australian educational values and legal obligations.
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Background

Al is a relatively new technology that has experienced rapid uptake by elements of the school
community, especially students and staff. The full impact of Al upon schooling environments is
continually evolving. This policy seeks to provide guidance around the currently known risks associated
with Al use in a school context.

Scope
This policy applies to all students, staff, contractors, and external users who access or use generative
Al tools within school environments. This policy applies to all Al tools and digital systems used in:

® Teaching and learning environments

¢ Student assessment and analytics

¢ Administrative processes

o Staff recruitment, rostering, and performance management

¢ Any systems that monitor or influence staff or student wellbeing

¢ Information Communication & Technology (ICT) infrastructure, cloud services, and data storage

systems

Guiding Principles
Based on the Australian Framework for Generative Al in Schools, this policy is guided by the following
principles:

Human and Social Wellbeing
e Al tools used must support student learning and wellbeing.
e Al must not replace the essential human relationships in teaching and learning.

Transparency
e Staff and students must disclose when generative Al has been used in creating content.

e Al-generated work must be appropriately acknowledged, similar to other source material.

Fairness
e Al use must not create or exacerbate inequity.

Accountability
e Users are responsible for their use of Al tools.

e Staff must be accountable for their Al use and educators are to guide students accordingly.

Privacy
e Al tools must comply with the Australian Privacy Principles and relevant data protection laws.

e Personal, identifiable, or sensitive information must not be input into Al systems unless
explicitly authorised.

Security
e Only school approved or authorised Al tools are to be used.

e The school will regularly monitor and review Al use and will seek to ensure protection from
cybersecurity risks.

Staff Responsibilities
e Model transparent and ethical Al use.
e Teach students about appropriate use and limitations of Al tools.
e Being explicit when students can and can’t use Al tools for learning tasks.
e Review and evaluate student work to ensure Al is used supportively, not as a substitute for
learning.
e Teachers must not rely solely on Al for assessment or reporting without teacher validation.
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Student Responsibilities
e Use Al tools ethically and only as instructed.
e Acknowledge Al use in submitted work.
e Report misuse or inappropriate content generated by Al.

Acceptable Use of Al Tools
Generative Al can be used:
e Asa learning aid.
e To enhance teacher preparation.
e To support administration.
e Inalignment with curriculum outcomes and digital literacy development.

Unacceptable Use of Al Tools
The following uses for Al are prohibited:
e Using Al to deceive, harass, or manipulate others.
e Uploading confidential, sensitive, or personally identifiable data into Al systems without
proper approval.

Roles and Responsibilities

Al and Cyber Security Responsible Officer: The Principal, oversees Al governance, cyber risk
management, privacy compliance, and WHS obligations.

Al and Cyber Oversight Committee: Treetops School Executive, ensures all Al and digital tools are safe,
fair, and legally compliant. Reviews new tools before deployment and monitors ongoing risks.

Procedures
Al and Cyber Risk Assessment Checklist

e Maintain a register of Al and digital systems used across the school.

e Conduct Privacy Impact Assessments (PIAs) and cyber risk assessments.

e |[dentify Work Health and Safety (WHS) hazards, including psychological safety and workload risks.
¢ Review Al outputs for bias, discrimination, and explainability.

¢ Assess third-party vendors for data security and compliance.

Staff and Student Training Checklist

» Deliver professional learning on Al literacy, cyber safety, and ethical use.
e Train staff on privacy rights, WHS implications, and incident reporting.
¢ Include Al and cyber awareness in student digital citizenship programs.

Privacy and Data Governance Checklist

¢ Disclose use of automated decision-making in privacy policies.

¢ Implement technical and organisational safeguards (e.g. Multi Factor Authorisation (MFA),
encryption).

¢ Avoid unnecessary data collection and offshore storage.

¢ Obtain informed consent from parents and staff for Al and data use.
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Cyber Security Controls Checklist

¢ Enforce MFA and strong password policies (Password Standards).

¢ Prohibit generic accounts and ensure all users are uniquely identifiable.
¢ Encrypt removable media (Encryption Guidelines).

¢ Monitor for unauthorised access, phishing, and malware threats.

¢ Report breaches in line with the Cyber Security Procedures.

Bias Monitoring and Contestability Checklist

¢ Monitor Al outputs for discriminatory patterns.
* Provide clear pathways for students, staff, and families to contest decisions.

WHS Integration Checklist

¢ Include Al and digital systems in WHS risk registers and audits.

¢ Ensure tools do not create unsafe work patterns or psychological harm.

¢ Consult staff before implementing systems that monitor performance.

¢ Provide mechanisms for staff to raise concerns.

Student Agency and Ethical Use Checklist

¢ Help students understand how Al tools work and how they affect learning.
¢ Avoid over-reliance on Al for grading or feedback.

¢ Include student perspectives in decisions about Al use.

Transparency and Community Engagement Checklist

e Communicate clearly when Al or monitoring tools are used.

¢ Update privacy notices and enrolment documentation.

* Engage parents, guardians, and staff in consultation before deploying new tools.

Policy Review

This policy will be reviewed annually or when significant changes to legislation, school operations, or
technologies occur. Updates will be approved by the Al and Cyber Oversight Committee.
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